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Welcome

New Provider Web multi-factor authentication
(MFA) user guide

Thank you for taking the time to read over these guidelines and partnering
with us to create a seamless experience for our members.

If you require any further assistance, please give us a call on:
0800 757 838 or email us at aps@southerncross.co.nz
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Selecting your MFA method

Make your way to Provider Web and you will be Select your preferred method and you will then be
presented with these options. directed to the appropriate flow.

Need help? Start co-browsing

Southern Cross

Southern Cross
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ProviderWeb ProviderWeb

Choose your Multi-Factor Authentication Method Choose your Multi-Factor Authentication Method

Please choose one of the following forms of multi-factor authentication. Please choose one of the following forms of multi-factor authentication.

Authenticator App A Email ~ SMS s Authenticator App Email o/ SMS
. Enter the code from - Receivea code at your ’ Receive acodeona . Enter the code from i~ Recewve a code at your ’ Receiveacodeona
the Microsoft ' registered email mobile number of your the Microsoft registered email mobile number of your
Authenticator app. address choice, Authenticator app. address. choice.
AN / . -
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Authenticator app flow

Below is the flow you will follow if you choose

authenticator app as your preferred MFA method.

®

Authenticator

Need help? Start co-bro
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Download Microsaft GR Code Verification

Download Microsoft Authenticator

On your phone, install the Microsoft Authenticator app.

Ihave aniPhone vy I have an Android ~

® Google Play

CALL 0800 757 838

g,  (CellushondsytoThursday,
8:30am to Spm and Friday
9.00am to 4:30pm.

Alreadly have the app? Skip this step

Cancel and retum to Login
Need some help?
SEND US A MESSAGE QUICK TOUR
s Getintouch with the Get started with Provider
it
team and we'll happily help Webwith 3 quick tour of the
you out. platform.

If you have an iPhone select the ‘I have an iPhone’

option.

o+
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Download Microsoft GR Code Verification
Authenticator

Download Microsoft Authenticator

Onyour phone, install the Micresoft Authenticator app.

®

I have an Android d

| have an iPhone

Scan the QR code to download Microsoft
Authenticator for iPhone
Or do

appstore. If promptaed, allow notifications. Then add an
account, and select ‘other”.

sad and install Microsoft Authenticator from the
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Authenticator app flow

If you have an Android device, select the ‘I have an
Android’ option.

MNeed help? Start ot

3
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Download Micresoft GR Code Verification
Authenticator

Download Microsoft Authenticator

On your phone, install the Microsoft Authenticator app.

®

I have an iPhone e I have an Android

* Google Play

@& App Store

Scan the QR code to download Microsoft
Authenticator for Android
Or download and install Microsoft Authenticator from the

app store. If prompted, allow notifications. Then add an
account, and select ‘other’,

You will then be redirected to scan the QR code.

MNead halp? Start co

L
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Download Microsoft QR Code Verification
Authenticator

Scan the QR code using Microsoft
Authenticator for your verification code
Using the Microsoft Authenticator app, tap the plus icon on
thescreen and scan the GR code below. This will connect the

Microsoft Authenticator app with your account.
After you scan the QR code, click next
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Authenticator app flow

Enter the verification code that will pop up on the
authenticator app on your phone.

Need help? Start co-

L
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Download Microsoft QR Code Verification
Authenticator

Enter your verification code

Please open the app to retrieve your & digit code,
then enter it below:

Need some help?

The green ‘verify’ box will become clickable after you
enter the correct code.

g
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Download Microsoft QR Code Verification
Authenticator

Enter your verification code

Please open the app to retrieve your & digit code,
then enter it below:

Canceland return to Login
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Authenticator app flow

If you enter the incorrect code, you will receive the If you have issues with scanning the QR code, you will
below error. see the below message.

Need help? Start co-browsing

g
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(] 9 @) Enter the secret key
D load Microsoft QR Codh Verificati _
poss cres e bt If you are unable to scan the QR code, enter the following
Authenticator
information into your app:
- ~
Enter your verification code Account name: john.smith@southerncrossconz | (Jl Copy |
\. /

Please open the app toretrieve your 6 digit code,
then enter it below:

- N
Secret key: 857dthd634mywe999 | [Jlcopy |
A 4

9 9 9 9 9 9
d Close
Wrong code entered. Please check your authenticator

appand try again.

Cancel and return to Login
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Authenticator app flow

Once you're set up, you'll receive this message.

You're all set!

You've successfully set up Multi-Factor
Authentication! Mext time you login, we'llsend a

code straight to your Microsoft Authenticator App.

Continue to Provider Web
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SMS (text) flow

Below is the flow you will follow if you choose SMS as The ‘next’ option will become clickable once you enter
your preferred MFA option. the correct phone number.

Enter the phone number you will be using.

Need help? Start co-browsing Need help? Start co-browsing

+ %

Southern Cross Southern Cross
Health Insurance Health Insurance

ProviderWeb ProviderWeb

{1} 2 @ 2

Confirm phone number Verification Confirm phone number Verification
Enter your phone number Enter your phone number
You can prove who you are by receiving a code on your phane. ‘You can prove who you are by receiving a code on your phone.
What phone number would you like to use? What phone number would you like to use?
64 64 214527890 (-]
Message and data rates may apply. Choosing ‘next’ means that you Message and data rates may apply. Choosing ‘next’ means that you
agree to the Terms of service and Privacy and cookies statement agree to the Terms of service and Privacy and cookies statement

(=
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SMS (text) flow

Enter the verification code that you receive via text.

The ‘verify’ button will become clickable once you enter
the correct code.

Need help? Start co-browsing

L
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Confirm phone number Verification

We just sent you a code

We've sent a 5-digit code to +64 210293 022
If this number is incorrect, please re-login to update it
Enter the code below:

Need help? Start co-browsing

o+
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Confirm phone number Verification

We just sent you a code

We've sent a 6-digit code to +64 210299 022,
If this number is incerract, please fe-login to uptats it
Enter the code below:

Resend code

n
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SMS (text) flow

You will receive this error if you enter in the wrong You will receive this success message once you're
code. set up.

Need help? Start co-browsing

i
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Confirm phone number Verification You're a " set!
We just sent you a code i i
You've successfully set up Multi-Factor
We've sent a 6-digit code to +64 210299 022,
I this number s incarrect, please re-login to updateiit. Authentication. Mext time you log in, we'llsend a

Enter the code below:

code to your registered phone number.

g 9/9 9 9 g ©
The: code you entered does not match the code we > .
sentyou. Plesse check the code, arresend it Continue to Provider Web

Resend code
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Email flow

Below is the flow you will follow if you select email as

your preferred MFA option.

Enter the 6-digit verification code that has been sent to
your email address.

£

Southern Cross.
Health Insurance

ProviderWeb
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Send code Verification

Send a verification code to your
email address

You can prove who you are by receiving a code via your email.
Your verification code will be sent to the email address
associated with your acoount, shown below:

someonesname@somebusiness.com

Canceland retumn to Login

Need some help?

Need help? Start co-browsing

3
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Send code Verification

We just sent you a code

A Gdigit code has been sent to
somesnesnamessomebusiness com.
Check your spamyjunk mail if you have not received a code.
Please enter the code below:

13
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Email flow

Once the correct code is entered, the ‘verify’ button will
become clickable. Click ‘verify’ to continue forward.

Need help? Start co-browsing

+
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Send code Verification

We just sent you a code

A Bdigit code has beensent to
someonesname@somebusiness com,
Check your spamyjunk mail if you have not received a code,
Please enter the code below:

14
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Email flow

Important information about shared email boxes - impact on

" verifying your identity
Pro:;:::;\’eb If you choose to verify your identity via email, your experience
will be optimal if you have one login email address. If you share
o © ® logins or email addresses the experience is not ideal - this may
iy cause delays in your login journey.
Enter your verification code . .
e - The most recent code generated is the valid code and
invalidates any generated before. For example, if Susan
e > -9 and Emily are authenticating at the same time and Emily
generates a code after Susan then Susan’s code is no longer
valid - the code that will work is Emily’s. Susan will need to
generate a code after Emily has validated and logged in.
Need som help? - Acode canonly be used once and one ata time.

- This means you will need to coordinate logins for those who
have shared email addresses.

This is the error you will receive if you enter the wrong code.
If there are issues with your code click ‘resend code’.

15
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Email flow

Once you correctly verified your email address, you'll be set up.

Click ‘Continue to Provider Web’ to log in.

You're all set!

You've successfully set up Multi-Factor
Authentication! Next time you login, we'llsend a

code to your registered email address.

Continue to Provider Web

16
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Setting up MFA when you don’t know your password

Below is the flow for when you are trying to set up your
MFA but do not remember your current password.

Select ‘Forgot’ on the login page.

ProviderWeb

Welcome to Southern Cross Provider Web
pleasecall 0800 757 838. If you have forgotten your password, use the Forgot
password link below

Your username

Your password Forgor

Need some help?

Please enter your username and password below. If you don't have a username

Enter your username and click ‘Continue’.

Need help? Start co-browsing

Southern Cross

ProviderWeb

Forgot password - Verify your identity

If you have forgotten your password, please enter your
username below to verify your identity.

Username
Cancel
Need some help?
CALL 0BOD 757838 SENDUS A MESSAGE QUICK TOUR
(" Callus Monday to Thursday, sp.  Getintouchwith the Get started with Provider
8:30am to Spmand Friday ream and we'll happily help Web with a quick tour of the

Southern Cross
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Setting up MFA when you don’t know your password

Enter the 6-digit verification code that has been sent to your email address.
Once the correct code is entered, the ‘verify’ button will become clickable.
Click ‘verify’ to continue forward.

ProviderWeb

We just sent you a code

someanesname @somebusiness.com,
Check your spamyjunk mail if you have not received a code.
Please enter the code below:

Need some help?

18
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Setting up MFA when you don’t know your password

Please read and accept the terms of use and the privacy statement.

o

AT CrOEE
[y ———

ProviderWeb

Providar Wab - Terms of use

Terma of Usa for the Seuthern Cross Provider Welb (Provider Web) (Last updated:
Saptombor 2024

B e

sof use,

cananng a0 umrg Provicern Wels pou are Ry esin g Lo do a0 m sccondnes with the followng

i ol Ulsa, I yemi cher

e may changs the content of Provide

g

Southin Cross
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Providerweb

Provider Web - Privacy statement

W iy alsa use your
esligate afy misuse of suspected misuse of the portal or Southerr

. Where we have reasonable srounds to suspect mis

55" Claiming
of tha portal or our claiming

process wemay share that inforrmation with the contracted provides,

By wish 10 Seoess informration we hold about you please contact your Relationship Marager

on 0B0Q 757

i oSS, coung. Youar info

omal aps pion is collected and hald by

Southaern Cross Medical Care Society, Ll 1, Te Eupenga. 155 Fanshanse Street. Auckland City 1010,
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Setting up MFA when you don’t know your password

Enter your new password twice. If it meets the Once you have set a new password you will be able to
requirements then you will see two green ticks. continue and set up your MFA.

Need help? Start co-browsing

Southern Cross

ProviderWeb

Update your password °

‘Your new password needs to be at least 12 characters in length 1

andlmust contsin: New password created!
@ Oneor more uppercase letters (A-Z)
© Oneor morelowercase letters (a-2) Your password has been updated successfully. Next,

© Oneor more numbers (0-9) set up your Multi-Factor Authentication to complete

YOUr Sign-in process.

New password

serees | Continue to MFA Setup

.......

Cancel
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FAQS

What is MFA? Multi-factor authentication (MFA) is a method of authentication that uses two or more
factors of identity to confirm that a person is who they say they are.
Why do we need MFA? MFA is now required for Provider Web as it has sensitive member information and

medical procedures applied for each member.

« Passwords requirements don't meet current best practice to keep them safe.

- Danger of ex-employee accessing offsite for years after they leave a provider.
Currently these are never disabled and automatically renew.

When signing in, what methods are
available to get my pass code?

How long before | have to do this?

Timeframes

Toreceive a one-time pass code all Provider Web users will have a choice between:
« Emaill

« SMS

« Microsoft Authenticator App

MFA will be made mandatory as of May 2025.

What will happen if someone doesn’t
set up MFA?

If you do not set up MFA, you won’t be able to access Provider Web.

How long before my login expires?

After 60 minutes it will automatically end your session after a period of inactivity to
protect against unauthorised access.

How many login attempts do | have?

You will be allowed 10 attempts before it starts timing you out. The timeout is 60
seconds. After the 11th attempt it will keep increasing every try up to a maximum of
five hours.

Southern Cross
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FAQS

How often do | need to authenticate?

Every seven days you will need to reauthenticate your login.

Will people who don’t log in very often
get a notification?

Who do | contact if | don’t understand
how to set up and use my MFA?

Not in the short term. Notifications will begin later.

Who to contact

Please review this MFA user guide or if you still need assistance contact your

Affiliated Provider relationship manager at:

« Phone: 0800 757 838

« Email: aps@southerncross.co.nz

« Post: Southern Cross Health Society, Private Bag 99934, Newmarket,
Auckland 1149

Can we use shared emails, usernames,
passwords?

« You must have individual usernames and passwords.

« You can share emails, but you must use unique usernames for those sharing the
same email address.

. If using SMS to authenticate you will need to use unique phone numbers.

I haven’t received my code - what's
happening?

Please wait for the code, it could take a few minutes. Also please check your junk/
spam folder if using email. If the code has not been received, please click the ‘resend
code’ button to try again.

The code I received didn’t work, why?

Please make sure that every space is filled with a number when verifying your code.

Southern Cross
Health Insurance
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FAQS

What happens if | lose access to my
authentication device?

Contact your relationship manager to reset your account so you can set up your MFA
again.

How can | reset my MFA settings if |
change my MFA device (eg phone or

laptop)?

Please contact your relationship manager for help.

Canldisable MFAif | find it
inconvenient?

No. MFA is a mandatory requirement for those accessing Provider Web.

What if | forget my password and lose
my chosen MFA method?

Contact your relationship manager to reset your MFA and then use the ‘Forgot’
password link on the login page.

What should | do if | receive an MFA
request that | didn’t initiate?

Please contact your relationship manager.

Can | choose another MFA option if my
chosen method fails?

If it fails and you need to change your MFA method, please contact your relationship
manager. They will help you reset your MFA.

Is MFA required for all Provider Web
users at my organisation?

Yes, this is required.

Can | change my password once lam
logged into Provider Web

To change your password, you will need to logout of Provider Web and click
the 'Forgot' password link on the login page.

Southern Cross 23
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https://www.southerncross.co.nz/society/for-health-professionals/support
https://www.southerncross.co.nz/society/for-health-professionals/support
https://www.southerncross.co.nz/society/for-health-professionals/support
https://www.southerncross.co.nz/society/for-health-professionals/support

We're here to help

Contact information

If you need help, please give us a call on:
0800 757 838 or email us at aps@southerncross.co.nz
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